	Omnissa Horizon Server API


Getting Started Guide

This guide provides sample usage snippets to start consuming Horizon Server REST APIs using cURL command line client. Users of the API can use any Http client to consume the API.

Refer to Swagger API Reference to know more about each API.

Horizon Server REST API are hosted from the installed connection server instance and the Base URL Path for consuming this API is 

https://<IP of connection server>/rest

Base-Path : https://<IP of connection server>/rest

User using the APIs needs to be a authenticated user before consuming the APIs.

Login

Login API is used to generate access_token and refresh_token. Refer to following cURL snippet to call login API . Assuming it is invoked from from same machine, where connection server is installed, so Base-Path is – 
Base-Path : https://localhost/rest

Request
curl -s -i -k -X POST   https://localhost/rest/login  -H 'Content-Type: application/json' -d '{

    "username": "Administrator",

    "password": "password",

    "domain": "AD-TESTDOMAIN"

}'

Response

HTTP/1.1 200 OK
… (other response headers)

{

    "access_token": "<dummy.access-jwt.token>",

    "refresh_token": "<dummy.refresh-jwt.token>"

}
Refresh
Refresh API is used to generate new access_token from the refresh token ( generated from Login API), when the previous access_token has expired.
Refer to following cURL snippet to call refresh API  - 

Request

curl -s -i -k -X POST   https://localhost/rest/refresh  -H 'Content-Type: application/json' -d '{

    "refresh_token": "<dummy.refresh-jwt.token>"

}'

Response

HTTP/1.1 200 OK
{

    "access_token": "<dummy.access-jwt.token>"

}

Logout

Logout API is logout the user, which invalidates access_token and refresh_token previously generated. Refer to following cURL snippet to call logout API  - 

Request

curl -s -i -k -X POST   https://localhost/rest/logout  -H 'Content-Type: application/json' -d '{

    "refresh_token": "<dummy.refresh-jwt.token>"

}'

Response

HTTP/1.1 200 OK
API

Monitor

To use any of the monitoring API, user is expected to send in access_token as Bearer token into Authorization Header. Refer to following cURL snippet to call monitor API  - 

Request
curl -s -i -k https://localhost/rest/monitor/connection-servers -H 'Authorization: Bearer dummy.access-jwt.token'  -H 'Content-Type: application/json'
Response

HTTP/1.1 200 OK
<API Response Body>
