Android Intelligence SDK Network Insights Clients User
Guide

This page acts as a guide on how to implement the Network Insights using our supported Http(s) clients.

® HttpUrlConnection
® HttpsUrlConnection
® OkHttp

HttpUrlConnection

To report incoming and outgoing network connections previously made using the HttpUrlIConnection class, use the provided
InstrumentedHttpUriConnection wrapper class. The wrapper class will function in the exact same was as the original HttpUrlConnection class so there is
no need to change the implementation.

Here's an example of how to construct and use this client:

InstrumentedHttpUrlConnection Example

/**

* Create an Instance of InstrumentedHttpUr | Connection.

* The connection is opened fromthe provided URL.

*

* @aramu URL to open the connection to.

* @hrows | CException if an 1/0O exception occurs.

*/

public InstrunentedHttpUrl Connection(URL u) throws | OException

| **

* Create an Instance of InstrunmentedHttpUrl Connection with a Proxy.

* The connection is opened fromthe provided URL with the given proxy.

* @aramu URL to open the connection to.

* @aram proxy Proxy which the connection to the URL will be opened with.
* @hrows | CException if an I/ O exception occurs.

*/

public InstrunentedHttpU | Connection(URL u, Proxy proxy) throws |COException

/**
* Create an Instance of InstrumentedHttpUrl Connection as a w apper around an existing

* HttpUrl Connection instance.
*

* @aram htt pURLConnection H tpUrl Connection instance to instrunent.
* @hrows | CException if an 1/0O exception occurs.
*/
public InstrumentedHttpUrl Connection(HttpURLConnection httpURLConnecti on)

/| Usage Exanple

/**
* Get |Inmge Data and read response
*/
val url = "http://httpbin.org/inmge"
val connection = InstrunentedHttpU | Connection(URL(url))

val bout = ByteArrayQutput Strean)

try {
val buffer = ByteArray(1024)
var length: Int

whil e (connection.inputStreamread(buffer).also { length =it } !=-1) {
bout.wite(buffer, O, |ength)
}

} catch(exception: Exception) {
Log. e(TAG "Error occurred during inmage request")

} finally {
connecti on. di sconnect ()
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| **

* Post Data using |nstrunmentedQutputStream and read response

*/
val connection = InstrunentedHttpUr | Connection(URL("https://reqres.in/api/users"))
connecti on. request Met hod = "POST"
connecti on. set Request Property("Content-Type", "application/json")
connecti on. set Request Property("Accept", "application/json")
connection. doQut put = true
val jsonlnputString = "{\"name\": \"Lain\", \"job\": \"Programer\"}"

/] Use |nstrunentedQutputStreamto Post data
connection. out put Stream use { os ->
val input = jsonlnputString.toByteArray(charset("utf-8"))
os.wite(input, O, input.size)

/] Get our response
var result =""
Buf f er edReader (
I nput St r eanReader (connecti on. i nput Stream "utf-8")
).use { br ->
val response = StringBuilder()
var responseLine: String? = null
while (br.readLine().also { responseLine =it } !=null) {
response. append(responseLine!!.trim{ it <="' ' })
}

result = response.toString()

connecti on. di sconnect ()

HttpsUrlConnection

To report incoming and outgoing network connections previously made using the HttpsUrlConnection class, use the provided
InstrumentedHttpsUrlConnection wrapper class. The wrapper class will function in the exact same was as the original HttpsUrIConnection class so there is
no need to change the implementation.

As this is an HTTPS client, remember to only use HTTPS connections, otherwise InstrumentedHttpUrlConnection may be more appropriate.

Here's an example of how to construct and use this client:

InstrumentedHttpUriConnection Example

| **

* Create an Instance of InstrunmentedHttpsUr | Connection.
* The connection is opened fromthe provided URL.

* @aramu URL to open the connection to.

* @hrows | CException if an I/ O exception occurs.

*/

public InstrumentedHttpsUrl Connection(URL u) throws | OException

/**

* Create an Instance of InstrumentedHttpsUrl Connection with a Proxy.

* The connection is opened fromthe provided URL with the given proxy.

*

* @aramu URL to open the connection to.

* @aram proxy Proxy which the connection to the URL will be opened with.

* @hrows | Cexception if an |/ O exception occurs.

*/

public InstrumentedHttpsUrl Connection(URL u, Proxy proxy) throws | OException

| **

* Create an Instance of InstrumentedHttpsU | Connection as a wapper around an existing

* HttpUrl Connection instance.
*

* @aram htt psURLConnection HttpsU | Connection instance to instrument.
* @hrows | CException if an 1/0O exception occurs.
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*/
public InstrumentedHttpUrl Connection(HttpsURLConnection httpsURLConnection)

/] Usage Exanple

/**
* Get Image Data and read response
*/
val url = "https://httpbin.org/imge"
val connection = InstrunentedHttpsU | Connecti on(URL(url))

val bout = ByteArrayQutput Strean)

try {
val buffer = ByteArray(1024)
var length: Int

whil e (connection.inputStreamread(buffer).also { length =it } I=-1) {

bout.wite(buffer, 0, |ength)
}

} catch(exception: Exception) {
Log. e(TAG "Error occurred during inage request")

} finally {
connecti on. di sconnect ()

| **

* Post Data using |nstrunmentedQutputStream and read response

*/
val connection = InstrunentedHtpsUrl Connecti on(URL("https://reqres.in/api/users"))
connecti on. request Met hod = "POST"
connecti on. set Request Property("Content - Type", "application/json")
connecti on. set Request Property("Accept", "application/json")
connection. doQut put = true
val jsonlnputString = "{\"name\": \"Lain\", \"job\": \"Programer\"}"
/] Use |nstrunentedQutputStreamto Post data
connection. out put Stream use { os ->
val input = jsonlnputString.toByteArray(charset("utf-8"))
os.wite(input, O, input.size)
}
/'l Get our response
var result =""
Buf f er edReader (
I nput St r eanReader (connection. i nput Stream "utf-8")
).use { br ->
val response = StringBuilder()
var responseLine: String? = null
while (br.readLine().also { responseLine =it } !=null) {
response. append(responseLine!!.trim{ it <="' ' })
}
result = response.toString()
}
connecti on. di sconnect ()
OKkHttp

The implementation for instrumenting OkHttp Clients has not changed since previous versions of the Intelligence SDK.

It must be called on the main Ul thread after the OkHttpClient is set. Once the method is invoked, Intelligence SDK will automatically log network calls

made with the returned instrumented client to the Network Insights page of the Workspace ONE Intelligence portal.

Heres an example of how to instrument a client:

Copyright 2019 VMware. All rights reserved. Proprietary & Confidential

Page 3



OkHttp Instrumentation Example

OkHt t pd i ent uninstrunmentedClient = new CkHttpdient();

OkHttpdient instrunentedCient = Critterci smgetNetworklnstrunentation().instrunentCkHtpdient
(uninstrunentedd ient);

/1 Now you can use the instrunented client for network calls (on a different thread)
instrunentedC ient.newCall(...).execute();
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